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® L7/-filter Kernel Version HOWTO
® L7-filter = %9 4%
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linux kernel source

iptables source

[7-filter patch

I7-filter protocols
A2 g ¢ o E AT HFGVR A LT

kernel: 2.6.24.4

iptables: 1.4.0

[7-filter patch: 2.17

[7-filter protocols: 2008-02-20

0 ER b 2 23E k. Jusr/src/kernels

root # cd /usr/src/kernels/

® 6 06 06 -0 0 0 0

%

VUEHR TR 'fgk e A E 1 E 4o lynx-wget & mozilla-firefox %
FLET S AR wgetr 24T
root # wget
ftp://ftp.tw kernel.org/pub/linux/kernel/v2.6/1inux-2.6.24.4.tar.bz2
root # wget
ftp://ftp.netfilter.org/ pub/iptables/iptables-1.4.0.tar.bz2
root # wget
http://nchc. dl . sourceforge. net/sourceforge/l 7-filter/netfilter-Ilayer?
-v2.17.tar.gz
root # wget
http://nchc. dl. sourceforge. net/sourceforge/l 7-filter/|7-protocol s-200
8-02-20.tar.gz
root # tar -jxvf linux-2.6.24.4.tar.bz2; \
> tar -zxvf |7-protocol s-2008-02-20.tar.gz; \
> tar -zxvf netfilter-layer7-v2.17.tar.gz; \
> tar -jxvf iptables-1.4.0.tar.bz2
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X EIE o APE linux-2.6.24.4:5 T P & - BaciR S 0 LI
{ #7 kernel patch 3+ layer7 filter £ 5% -
root # In -s linux-2.6.24.4 |inux; cd |inux
Flreger £iK kernel (g 38 ezt 0 (B 1140 .config A% % 48 41 3] 37
kernel 51 & + b F E ATE AT B B G 4T 2L R
% kernel sourcet layer7 = patche-
root # patch -pl
< ../netfilter-layer7-v2.17/kernel -2.6.22-2.6.24-1ayer7-2.17. patch
patching file net/netfilter/Kconfig
patching file net/netfilter/Mkefile
patching file net/netfilter/xt _|ayer7.c
patching file net/netfilter/regexp/regexp.c
patching file net/netfilter/regexp/regexp.h
patching file net/netfilter/regexp/regmagic.h
patching file net/netfilter/regexp/regsub.c
patching file net/netfilter/nf_conntrack core.c
patching file net/netfilter/nf_conntrack_standal one.c
patching file include/net/netfilter/nf_conntrack.h
patching file include/linux/netfilter/xt _|layer7.h
E8 layer 7 pMER
o kernel :E3842 » Z &R AR R TER/A KA T > UT S R EG B
layer 7 en3g p o
root # make menuconfig
CGeneral setup --->

[*] Pronpt for devel opment and/or inconplete code/drivers

Net working --->
Net wor ki ng options --->
[*] Network packet filtering framework (Netfilter) --->
Core Netfilter Configuration --->

<M> Netfilter connection tracking support

-*- Connection tracking flow accounting

-*- Connection mark tracking support

[*] Connection tracking security mark support
[*] Connection tracking events (EXPERI MENTAL)
<M> SCTP protocol connection tracking support

<M> UDP-Lite protocol connection tracking support



<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
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Amanda backup protocol support

FTP protocol support

H. 323 protocol support (EXPERI MENTAL)
| RC protocol support

Net Bl OS nane servi ce protocol support
PPt P pr ot ocol support

SANE prot ocol support (EXPERI MENTAL)
SI P protocol support (EXPERI MENTAL)
TFTP protocol support

Connection tracking netlink interface

{M Netfilter Xtables support (requiredfor ip_tables)

<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>
<M>

"CLASSI FY" target support

" CONNMARK" t arget support

"DSCP" target support

"MARK" target support

"NFQUEUE" target Support

"NFLOG' target support

"NOTRACK" target support

"TRACE" target support

"TRACE" target support

"SECVARK" target support

" CONNSECVARK" t ar get support

"TCPMSS" target support

"coment" match support

"connbyt es" per-connecti on count er mat ch support
“connlimt" match support”

“connmar k" connecti on mark match support
“conntrack" connection tracking match support
"DCCP" protocol match support

"DCCP" protocol match support

"DSCP" match support

"ESP" match support

“hel per" match support

"l engt h" match support

“"limt" match support

mac" address match support
“mar k" match support

| Psec "policy" match support



# it Layer7 4t ¢ %
2008/4/13

<M> Miltiple port match support

<M> "physdev" match support

<M> "pkttype" packet type match support

<M> "quota" match support

<M> "realm' match support

<M> "sctp" protocol match support (EXPERI MENTAL)
<M> "state" match support

<M> "layer7" match support

[*] Layer 7 debuggi ng out put

<M> “"statistic" match support

<M> "string" match support

<M> "tcpnss" match support

<M> "tinme" match support

<M> "u32" match support

<M> "hashlimt" match support

Netfilter Configuration --->

<M> | Pv4 connecti on tracki ng support (required for NAT)
[*] proc/sysctl conpatibility with old connection
<M> | P Userspace queuei ng via NETLI NK ( OBSOLETE)
<M> 1 Pt abl es support (requiredfor filtering/ msq/ NAT)
<M> | P range match support

<M> TGOS match support

<M> recent match support

<M> ECN match support

<M> AH match support

<M> TTL match support

<M> Owner match support

<M> address type match support

<M> Packet filtering

<w> REJECT target support

<M> LOG target support

<M> ULCG target support

<M> Full NAT (NEW

<w> MASQUERADE t ar get support

<w> REDI RECT t arget support

<w> NETMAP t arget support

<M SAME t arget support (OBSCOLETE)

<M Basi ¢ SNMP- ALG support ( EXPERI MENTAL)
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<M> Packet mangling
<M TOS target support
# 5 & & 0 d_ "layer7" match supportd B ¥ IPv4 connection tracking
support (required for NAT)3E p > & [& # =i m;éi*u;%-# Core Netfilter
Configuration ¥ IP: Netfilter Configurationf2 ei:% 78 > 3R:FEA2 kK T 7 o
$dF T X EKATERP S
£ kernel 2.6 B 4 0 %< ii*uf%nﬁ' {+HE 2F&AB make iy 4
WE o FERSEPF B GRUB eifaf » 3 F Ed i » 00 £ 8 g iss
Eatll
root # nmake
root # nake nodul es
root # make nodul es_install
root # make install
sh /usr/src/kernel s/linux-2.6.24.4/arch/x86/boot/install.sh 2.6.24.4
arch/ x86/ boot / bzl mage System map "/ boot "
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{ #7 iptablespatch
{ #7 iptables 7 /A & £.F %3R3 7 kernel » neffilter + & 3ifp & - Fie
* 7 7 i kernel #r i 3 ehfice 11 T_ iptables ¢ H1IAEE o T 4g £ FOATH
laery7 % i £
root # cd /usr/src/kernels/iptables-1.4.0
root # patch -pl
< ../netfilter-layer7-v2.17/i ptabl es-1. 4-for-kernel -2. 6. 20f or war d- | ay
er7-2.17. patch
patching file extensions/libipt |layer7.c
patching file extensions/libipt_|ayer7. man
patching fil e extensions/.|ayer7-test
% 7. KERNEL_DIR ¥ IPTABLES DIR 33 $#c > & B 4o % % -

root # export KERNEL DI R=/usr/src/ kernel s/Iinux;

root # export |PTABLES DI R=/usr/src/kernels/iptables-1.4.0
root # chnod +x extensions/.|ayer7-test

root # make && make install

% Fil kA
® * layer7 ficlepF o ¢ %3 [etc/I7-protocols P 4T R 3R AN 0 & W T
it e g & |7-protocols sk 42 o fEE 2 {8 E HE AT o
root # cd /usr/src/kernel s/l 7-protocol s-2008-02-20
root # nake install
nmkdir -p /etc/l7-protocols
cp -R * /etc/l7-protocols
EATHS
EAHFTIRS 2 FREATEF T RN EF ATORCE R e
unamedp £ A g LF XTI o
root # unane -a; iptables -V
Li nux | ocal host .| ocal domai n 2. 6.24. 4 #1 SMP Thu Apr 10 23: 21: 08 CST 2008
i 686 i 686 i 386 GNU Li nux
i ptables v1.4.0
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Rl
MSN Messenger

TRl € dEG MSN Menssengert ¢ - & iptables ¢ OUTPUT sz
A A i X-Window 34 7 GAIM i 11 > ¢ 4 I msnmessengetiit & 44
DROP-
EERE
i ptables -A QUTPUT -mlayer7 --17proto nsnmessenger -j DROP
root # iptables -A OQUTPUT -mlayer7 --|7proto nsnnessenger -j DROP
root # iptables -L -n -v
Chain | NPUT (policy ACCEPT 3056 packets, 394K byt es)

pkt s byt es target prot opt in out source destination

Chai n FORWARD (policy ACCEPT 0O packets, 0 bytes)

pkt s byt es target prot opt in out source destination

Chai n QUTPUT (policy ACCEPT 1274 packets, 159K byt es)

pkts bytes target prot opt in out source destination

34 2584 DROP all  -- * 0.0.0.0/0 0.0.0.0/0 LAYER7
| 7prot o nsnnessenger

BitTorrent

%= BRIFIESL R BitTorrent £+ » A AKX Z4F4E S bittorrent 34 &
fe » i@ * BT T i‘ﬁ;’%i’—:’i Pz o ¥ JE_ iptables#;] £ H e
EREE
i ptables -A QUTPUT -mlayer7 --17proto bittorrent -j DROP
root # iptables -A QUTPUT -mlayer7 --17proto bittorrent -j DROP
root # iptables -L -n -v
Chain | NPUT (policy ACCEPT 3056 packets, 394K byt es)

pkt s byt es target prot opt in out source destination

Chai n FORWARD (policy ACCEPT 0O packets, 0 bytes)

pkt s byt es target prot opt in out source destination

Chai n QUTPUT (policy ACCEPT 1274 packets, 159K byt es)

pkts bytes target prot opt in out source destination

34 2584 DROP all  -- * 0.0.0.0/0 0.0.0.0/0 LAYER7
| 7prot o nsnnessenger

78 7920 DROP all  -- * 0.0.0.0/0 0.0.0.0/0 LAYER7

| 7proto bittorrent
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64 layer7 £ a®i Wi (Gateway) & » 783t * PREROUTING
& FORWARD i 4 4 ¢ 7 »% - iptables ¥ %% iptables 3t # i J5 2L 0] (new

EtiEep L % layer? #e dipt i e VR AT hie il
Wer CPU ¢ 1 5 ¥ /Eenit » i sUlich - PFRAQET 4 > D2 R enmfz
- TR RE R EGE v Rt B S e iRy e
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For more articles, please visit http://ms.ntcb.edu.tw/~steven/

T4 * ¥+ & (Tzu-YiLiao)
Certified : LPIC Level |~ LPIC Level Il - RHCE
E-mail : steven@ms.ntcb.edu.tw

Web site: Steven's Linux Note (http://ms.ntcb.edu.tw/~steyen/
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